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(54) DIGITAL EVIDENCE CAMERA SYSTEM, DECODING 
SYSTEM AND DIGITAL IMAGE EDIT SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a digital 
evidence camera system where evidence capability of a 
digital image is enhanced and an encrypted key is 
managed at a very high security level. 
SOLUTION: The digital evidence camera system detects 
falsified image data obtained by photographing an object 
with a camera and consists of a camera section 50-1 
provided with an image pickup means 60 that 
photographs an object and with a MAC generating 
section 1 1 that generates falsification detection data 
(MAC) from image data by photographing by using a 
secret key set in advance and of a falsification check 
device 101 that uses a public key corresponding to the 
secret key to decode the data MAC and checks whether 
or not the image data are falsified based on the decoding 
result. 
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[#Wfjf*<£>ffiffl] 

S^SrSHft-T S ft <£>«H*SB i , 

ftMftfci ^WfeftfcB^—^^b, &b^bftrt«£ 

jb^— *&«#flsu ^(om^tcD^m^m^^xmm 

[f#**S2] ^tcj: 9^#^#«bT#bftfc 

J* X o T „ 

jfft^£ 9#bftfcB^— ^^b, &b^bfti*iB£ 
rft — K^b4^< ifcl ocoBfao^e— KSrS 

itrnt^^^^xmrn-r^^-^itmrnmnt, 

~c\ ii«#©^^b-cttffB«-^k«i^-^^b^s 



BftA^ffi^bTA^SftfcBftty*— ^Sr^r-f U ^ 
10 ^flt5 7r>f y ^fSSBi:, 

suiew^^- * ^ fo b ^ b ft## s ft fen i (D&nmn 
r^m^tm^MJt^^m^tm^m^^xm^t'r^ 1 1 

Kl&^B^— *£{ft?fcU rft^rtufES^^W^- 

[0 0 0 1 ] 

v-^^^, «»v / ^'7 1 ^, RZf J ri?#/i' 

30 [0002] 

t b"CIE«-f-SS«^#&bTl^ 0 rc^J; 5*^^ 

40 3S:K-x?# 5tv^rit**t), W«£ bTSEMg^f^^ 

fcft5^ifi^^fts 0 Lfc^^oT, f^^/KOlS^ 

t*<Djm xf i? # )v*f—$ <d &m % BSit-r § 

[0 0 0 3] r^^v^^/wfiEia^;^ 9Sr*a*t"5fc* 

tft5 2o©JI^^^5 0 loll 0f^cOfc^6O 
50 «-T?8f*«iP¥fcfft, fc 5— *"W:«^t:^fc*(7?ii-e^ 
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[0004] afe*«i*q^*jfett, Sfffjj"C\ 

-^•^v^x^b (Message Digest, ^f, MD) 

[0 0 0 5 ] ^icttOb^^LfcMDSr^^fliSrffiV^TBff-g- 
-fbb, ^. tL^r ^ y ^ i?W-ii£-F (Message Authenticat io 
n Code, J£*T\ MAC) t Lt, t^^T- ^ £ 

[oooe] sfifUte, ^y ^7^— ^asafcK^tvr 

MD' i:^Srf-S^if ^^SrW^So fcU 

AC^Mt^f, MD i MD ' £»:Mfc5tt£jfe5 0 
[0 0 0 7 ] 

[0 0 0 8] W^CO^^^^ — ^cOteH-b, 7* 



[0 0 0 9] <£ 5 Lt/^ti 

ir ^- a. y >f -e^S-f - 5^tWt57^ /WEE 

7 s ^ /I/ ® ft EfiLt £rf* X 5 * pf ft ^> * 
10 f^^iftt^^i ^&S 0 
[0010] 

*x Bt ^tm & m ^ x m ? f - * % i^-r 
% m JHtM & m ^ x m mmmmnm t - $ & m ^ l , 

[ooi i ] m2(ommfe, * ^y\c^ 

^r1t*P^^3fcft^^— K^JP*.T, Suffix ^ 7^bM 

^^ffi^iAtpS^S^b^— Ki, ir^-^y^^Hfg^ 
b, r.^tbco^e— K^^^fe< t fc 1 oco^fMo^e— K 

[0012] ^fc, H3 603sk«:, m^tmm^'^m 
m^tmt ^^^xmrn-r ^m^mmmn t , mm 

m^tmmmn t , mum 2 <Dm^tmi^M}t^^m2 
(DM^itm^m^x, mm^m^^xm^m^itm 

50 ^-^^b^S^fcStfiE^m^ffi^— ^Sr«-^k 
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[0 0 13] ^fc, 3&4<£>3S9itt, PH^y*— ?(D$cM%: 

^fcBftty*— ^Sr^r^ y y^fat5 7r^ y >^ff 
agB£, tftlBM^— co 

£ fltrlEPHfty*— * £ §r J**fc"f- 5 - £ <£ 9 m^ff—$ oo 

£ fufEMftSllfc^ SHJIKco-t 5 — * ^ b , fuiEBf 

[0014] 20 

<9 , ^v^^/HiEm^^ 9 10 0 £3fcM&atg« lOli 
;&*b1ffi&£*L5o f-J^^MMio 1 0 0 9 SB 

50-ltt, V^X 1 i , jffft*^- 2 £ , tg|#gg 3 

A/D^fc8&4£, fH^^5 £;&>bfc5lft«# 
t6 0Wt^ o *»v^Xl Sr^-bTAltbfclft^ft: 
fWti^2ia t9«t£tL5 0 rcoMHftfciJ: t>#b 
fofcSMfl^teif ifrg^ 3 £ ^JfiH^tL, A/D^Sl§G 30 

4 -e^v^/Wt ^i^ifc£*vrw t&a?p 5 -cjfffecofw 

iE«t£jft,5o ^coM^^ey 6 ^IB'tt^tLTV^M^T" 

[0 0 15] B^^U 6 ^IH'H^tLT^SWft^— ^ 
tt7r^^7t- b^*SB8fc:*3^"C, JPEG, 
T I F F&^cOg^coBffi^;^ — M^&^jfrSo 

tbfc^r-f^^^— b^^StbS (E]2co 

(A) ) 0 2fc^MD^SB9-e«:, Itffe^— 40 
— v y & fc -a * ^ i ^ y=- — # \c M b T / n s/ a US lfc 

(El 2 co (B) ) o 2fe^, MAC«1 1XU, SMSS 

»^^y i o^&b^cfcfEtttstbfcSf?siiKp rivate 

(#7*9) ^ffi^TMD^Bf^ftt^^iti^MAC 
^rMt^ (82© (C) ) „ ftM, ^ s> ^iE«SB 1 1 
~Cf3, ftf&VttMAC&m&^vP^fcl&m-fZ) (El 2 

co (D) ) 0 ^r>T y y^fiSi 3-e^r.coj: 5fcb 
t^yr^^flSrffSo 50 



[0016] r co J; 5 ftPHft:? r ^ /wtfSfEtK&ttfMWglS 
1 5©*J»^<t9^b"^ffiftfB«jKft:i 7^1Ett£2x 

«£ «9 iiff 0j» 1 6Sr^bT3IW§tb5^^t?aS:«;Stbfc 

[0017] i o i 

fciEtftjK^i 7^iEfs$tLT^sH«^r^^^, mm 
mt^mmn 1 s ©sj»^<t ^r^y ssb 191: 

SB2 4co$ijw^j: t)ii«iajSi2 5^lt7t^ y ^ 

^Cf^ Mit^ ^ ^-^r CO CO coffin, J PEG^T I F 
g[52 2 ^A^J^tL^o 

[0018] m^SG 2 i -e^^Mii^ ^ y 2 0 tcfe b 

^CfciB«$^Tl/^^gBSiKp ublic (^7^9) ^ffl^ 
TMAC^ttftt^ r. t \ZL «t t)MD 1 ^JtSc-T^o - 

co<^MiiK public (^7^9) i:StrfEbfc8H6«iK 

private (^^9) t tt, fft^/m^^a^^V 

fhfzJM^cf^^f^ h'^ v is a mWtte if coglfScoH^ffi 
1 >MD 2 > Srit;«bTW#^— Scb*^ofc*^^tt 

[0019] ±iabfc^i*ife^ffi^j:ixtf, mmff- 

(MAC) Srf^b, rco^K^ffi^-^^H^^r 

^i:b-<, t ^tLTV^fc7^^^^H^cofjE«Lf^^it 
[0 0 2 0] ^fc, ^S^ffi^-^^f^-TS^^cO 

7 s — ^^rf^-rSfc^coBt-^ftit^, fcb^^b^)^^9 

[0 0 2 1 ] ft^*^P^c0^2*J£^M£ bT, #flcO 

^e— K (^/u^-^e— K) ^^-rs^^^/WiE^L^ ^ 9 
oi^TffiW-f-So -r.-e^, ^7^9 ^J^Tco^S^e— K 
©SW«WISr«*.5r i-e, ^7^ ^©ffifflS ftHO&bfc 



bfc 



h\ ^fc, fff^bfc^*co#Mitf$g^m{t^r^^^ 
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£\ & 5 ^ jiff ttt f B ^ ffl v ^ X mm 7r^f^* Mff 5 

[0 0 2 2 ] WT, HI 3 Sr#flg Lt § b ^P^ffl^ffiiK-f- 
?U 5 0-2 ^b/cCS^v^^^EJB.^^ 9 1 0 2 

*5i^T, ffiffi#tt^e— l "TJifEbfc^a^^e 10 

[0 0 2 3] Sift 7— ^/i^e— KSra^Ufci:#^ 
ft Sit ^££6 0^£ t)»^ft:Sr*l«b-C#b*LfcBf« 

^i?^ y tV^t— Mft^^y 6;3>bS8* 

[0 0 2 4] ^fc, t^l^L^e- K§rS#lb*:#^fc: 
ft Wfty*— ^^5^ r >f /i/^^-— b^g|g|5 8 20 

[0 0 2 5 ] aficKBSih^— KSrSWbfc^^ 

ft 0 2 Sr#ffibTWISbfc^j£"C^s/^J:MAC^# 

[0 0 2 6 ] afcWSifti^e— K^aWStbfc*^^ 

ft lEtSjttftri 7 fcS^teilff [U«ft 1 6^tt«i 30 
■ (PC, SMSgtft^) ^bWt^tLT^r^y 

— $\±yy4 y y^flJ^^MDMJP 3 l^Xfj £ 

^Ugl^^y 3 5 ^IBH^tLTV^^BBSiK 

public Srlv^MD 1 Sr^-TSo J*«— & 40 

g[5 3 2 fiMD i MD ' ^W$Lt-ft§^^J 

[0 0 2 7 ] -fc^T^e— mutffe^— ^SrlEft 

Kfr^fEft-r^ir^^ffl^b^^o :^l:ft 

4 y y^fisn 3 3> bBtf^^ ^s^tu £ ^TBt-^ 



1 7 ^W^iA^^L^o 

[0 0 2 8] ir^-^T^— Kteilfi 0i^Lt 

tcft ^r^ry^^wasBi 3^biif«f-^^ffi 

StbTfflP^t:ffi3 6^A^£*l5 0 RgHHt:SB3 6(i^ 

1 4(Dffl»^J: «9il{fin]^l 6^tt»it (P 
[0 0 2 9] _b|Sb«:|g2*Jfe^^J:ttft iifl 



' i=r 



K-e*^^) r. b xm^Jt^Z) i ^-e^: ^ o 

[0 0 3 0] KT^BI 4 Sr#flg Lt«i(Oi 3 *J6^ 

bi 1 (DmmmmRnm 3 cD^fi^e- K^srfiSLt 
i/^^, ^Hb^mm^m^x^^xi^^^ t \±m&x 

^5, f^^8^Sc^m^^T, JPEG, T I F F 4 

^;V7t^V5/f«Jtl§ (El 5 cd (A) ) o 
[0 0 3 1 ] |WJ0#^, I C^7— K*JWSB4 1 coffiBW^ct 

5 1o ^ yU 5 0-3 ^S#*^fcfflA»iEffl 1 K 

4 0 ^ bmxm^m commm&m * ^ r ^ 

W*^g|5co (b) t^-f-J: 5^fE«*^So ftMD 
f^^9-e«:, t 5 -^^*, fc b< ttW*7*— *XtflB 

(c) ) o jsfei-, macmsi i-e«:, s^ii^^ey 

1 0^*>b^C«)fEtS*^fc8{*iiKp rivate {13* 

-r^ (d]5cD (d) ) 0 ^s^iE«si$i 2-e«:, nfit— 

5/ ^^t-Wft— s/ ^'Itfgco^-^&^fBA^fiEffi^-^ 
7i/^E)5cD (E) \z.tM- X o t^WSk^ar—^v hXyy 

«( y >^mni 3 i^^^tixy r /^m^n^o 
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[0032] rcoj;9 fmm^T^^mmMfammn 
^ mm^mm o 4^m ^bft& 0 

[0 0 3 3 ] -f-fcfc)^ 1 0 4 fcg*£ft 

*:1E«SI#1 7^1Eft£ftT^3W«:7y^/W3:, IE« 

S£#fM«SB i 8 comu^^Jc t) 7r^f y ^^wasB 19c 

^ /L'^MA C t itfjfE LfcMA C £-^2£> 5 tf^Jliftgfcy*— 

— ^ (^coMfey^^f^ PHfty*— ^-^cotcooffi 

fc, JPEG^T I FFf^^^fSS^^ttj; 
^) X^ABBEffiy*— £^Bf£ft, MACftft 
^ftS§B2 lfcAASft, MAC^^^WCMftr- 

^^MDM3 2 2fcA^;£ft5o Sbfcte AIRBED y* 

— *ttMAfff*tt*ttiL8B2 2 fcfcAASft^o 

[0034] m^itu 2 1 -cfe<&mm* ^ v 2 0 b 

^C^fB'IS$tLTi/^<2>MliK public (^7^y) SriH^ 
TMAC^ftt^ r t \C X *9MD 1 ^^t§ 0 ^ 
MD{^SB2 2Tf3A^£ftfcW^^^^b^;y 

J£«— ScfflS 2 3 "Cf^MD 1 ^MD 2 £ ^.fct$5bT 
[0 0 3 5 ] tifc, fiAtfSfl^t±] Lg|3 4 2 tSfiAB 

ffiffl^— *§rtt*tti-f-r £ J: 9»»#0>«Ffetf 5 fT ;bft 
[0 0 3 6 ] _b|BbfclS3*Jfe^l!B^«}:*Ltf, BHfty*— 



10 



20 



30 



fciffly*— ^ft^LT^3 0~C\ 1 oco^ft^^Py"— ^ 
~C\ H&y*— * E£1C i MB^om ASJ5ES y 5 ? — * <£> & 
*Sr«i*p-e# 3 0 Sf^cDfiAIEfiEffl^-^^Bi:*^^ 
T 1 1 ft fcf , fflABEEffiy*— ^^blR*#Sr#^-e# 

[0 0 3 7 ] WT^**K^4*JK^ffiSrSiM-r5o 40 

Xt5H 3 co#S^e— K<^#j&£^lfcLT^5a^ r.ftb 

5 0 - 4 £^^5^^/HE«L;*M 7^fi^ 10 51: 

JzoTttbftfcBfty 5 — ^ttBf^^y 6^1EH£ft 

h^lfeSB8 ^KK^fflSftT, JPEG, TIFFftif© 
if^offift^— M^j^£ft5 0 rft&- £ 19 , m 50 



y 5 — * \^ v ^mn^f- # $ ftfd 

h2S{fr*£ft5 (A) ) 0 JfcfcMDffs 

J&gR 9 ^^Ty^^f*. fc b< fipHfty*— Pfrb^ 

D2 m7<D (B) , (B) ' ) ^4^t§o rcDMD 

1 ^MD 2 dffl^fcWJjott «fcl/\ MD 1 J±M 
ACff^l l^AA£ft£o MACffr&SBl l-e»85 

»^^y 1 o^fct^cfcistiSftTi/^ffiafiiK 

private (^^9) ^^TMAC^ffSttMAC 1 
^fiMtSc^S (B17<^ (C) ) o ^©MACltt^y^iB 

[0 0 3 8] — ^\ MD 2 I C ^7 — KSJMS 4 1 ^r^- 
IT, #^y£|35 0-4^S#*ftfcfiA»liEffl I C^7 
— K40' ^A^7SftSo SASfiEffl I C^-K40' 

-e«, rtSB<^8{*ii^ ^ y ^iE«SftTv^8{*iiK 

private ( I C # — K) Srffil/^MD 2 Sr^ftLTM 
AC2^Mf§ (g]7cD (C) ' ) o r.(DMAC2 
I C # — KffiBfllSB 4 1 ^ LT- y ^IB»SB 12C 

[0 0 3 9] —5/ ^fEftSB 1 2 -CH:, Wfft— ^ ^^tc, 
H^^^^'If^^y'^-^^Px.T, MAC 1 ^MAC 2 

(D) J: 5«7t^y fT7r^ y y^f 

asBi 3W*#^^t77^^fa^ti§o 
[0040] ^<DXv fmi&? r a ^mmmw-mnn 

TWt)Mrift5ra^&K*ftfc^^*^*o'f-sfcfc 

eMtMRSti o 6^i^ti^ 0 
[0 0 4 1 ] "r^to^, SlftSSt l o 6 fcg*£ft 
fcfStKffifrl 7 ^IBfu^ftTV^Hfit^r^^^, iEfft 

»#r*JWS[5 1 8 cdsjw^ <t ^7r^y ^^aas 19c 

[0042] 7r>f y ^^fa?B l 9 -e», Mft^r^ 

/^MACl, MAC 2 iHftf^^ C^Bff-^ 
^f^, Itffey 5 ^ ^-^COfccO^te^, J PEG^T I FF 
#co— s/^— WaSr-g-feTfc J:^) i^^St^ft, MA 
C 1 nig.¥ritn 2 1-1 ^A^J Sft, Mftf^^^MD 
2 2-1 ^A^J ^5o «^blH5 21-1 Xtete 

mm^^v 2 o 5 ^fcb^c*fEts*ftTv^^BiiiK 

public (^^9) ^ffl^tMACl^ttftt§^^: 
±5MDl*4^t5o ^r?i«K public (#^y) tg{ 

^«K private (^^y) ta, m^k/m^k%miz 

^l^r^^iTfc^o — MDf^JSfeSB2 2-l 
-C^A^J SftfcW^y*— ^ ^ ^ v^^BS^ H(Dm^ 

2 3 — 1 TliMD 1 i MD l ^WilTSt^t 

b^^ofc^^^3*^J: t)BS:«;Sft"Ci^ iWS 

[0 0 4 3] IrI+I^ It, MAC 2 f^^-^ftg^ 21-2 
^A^J^ft, W^Wf— ^WD f^gl^ 2 2- 2 ^AA £ 
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KZ>o M^ritn 2 12 -efi^BBSi^ ^U20' fclfc h 
^C»IB«StbTl/^^ffliiKp ublic (IC^-F) 
ffll^MAC 2 &m.^rfc-t% r ^ MD 2 ^4)tt 

5 C ^BB«K public (IC^-K) i:»*«Kp rivate 
(IC#— K) £ft, Hf^b/m-^^a^^^T-<T 

[0 0 4 4] — Jy^ MDMS 22-2 WAA Ztlfz. 

MD2' 8r£/lM"5o itm—WcU 2 3 - 2 "CftM 

D 2 iMD 2 ' i^^LTMt^ S: b/h £ #^ftli 10 

*#Sr«F5£-r5 r. t &x% § 0 

[0 0 4 5] _b|Ebfc|g4*JS^llB^<J:tb^ Wflfcy*— 

H2cOB^mtMPffl^^^^ffl^TV^cr)-T:\ i2©&S 

£>*±£:K«lft ft 'If m "yyy^b SSStf* WcvtzrfV* /HIE 

[0 0 4 6] JsJTFfc* 5 *J6^lffiSrtfiK'f- 

5 C 3£5*;fe^llBtt0J£fiaK— H\ PCMCIA*— K 

[0 0 4 7] X*^— *t£#LTffiV^*vr^5 

&m^^-?&m^^jjmxu, ty^t;^^ 30 

ft, yt/wlttf- ^^ifcoi 5fc&aasJK£;ft/fc 

^oMiSMM^IE®-r^^ffi^fe^ 0 40 
[0 0 4 8] *3Hfe^ffi-e«:, ^ — ^Srffll^S 

[0 0 4 9] gl 8 ftH 5 m^MW.(D^ * — i/^—/<^y 
10 7 <^#J&£^-g|-e& {9 , $IX.ftH] 1 1 

<fc 5 fc* ^ynyi07-l^ r (D^ ynyioz- 
1 ^gi^If^PCMC I K;5>bfc5>f 
— ^ 10 7-2 bfrbffi$t£flZ>o 50 



[0 0 5 0] KT^H5HJte^lffi^ffiSrBl9^7n 

SB 7 2 ft, IEtS«#:SiJWgP 7 1 tt: <t «9 IE««Eft: 7 

0^b, g|9<E> (A) t/^ti 5^7^— V^y b^ljt 

^r>f^Srffit#"f-So &5^ft, ^g|5g«9 3^biiffl' 

0» 77^ LTiift $y«si^ 7 8 <Dftm\z& v mMmm. 

7 r 4 fr&Wfrt Z> (^f^Sl) 0 rco^, 

y y^ffffl 7 2 ^ESfSSttpTti*, v^y T/W^r-^ 
yl-, SCSI, I rDAl^ggS^linfcX:^ 

t?^g|5g«^b^S^Bf«7r^^SrA^"f"S 

Sr«*.fc^t?fcl3«<^a*^#b*LS 0 #cfc, MAC 
tftEESB7 3 ft, 7 7^ 'J ^^fffl7 2^biff7r^ 
/^fitSoTMAC 1 ^^Wt^ (7r^S2) o 
-f-fcfr'k, y y^fl^7 2^I§7r^/^M 

AC 1 tm^—^tl^m^, MACltt«fftS7 
5tCA^^ti, ISf-^(iMDMS7 6^A^£*X 
So M^rikU 7 5 ft^fl^ ^ey 74 fciEKSftfc^lll 



^ K public ^^tmitMDl^M 

MDliMDl' i: ^.fchR-t-S r i ^ J: t) , 

[0 0 5 1 ] aS:KStbTV^*V^*^^H:, Mft^r-f/^ 
ft7r-f !i> ^ffa^ 72^b W^H*SI3 9 3 * 
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